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Privacy, Safety & Security of Data 

Introduction 

The information technology (IT) staff of the Pinellas County School Board (PCSB) and Pinellas Technical 
College, Clearwater Campus (PTC-CLWTR) posseses credentials in the following areas: server 
infrastructure, desktop infrastructure, private cloud, enterprise devices and apps, data platforms, 
business intelligence, messaging, communication, and the Blackboard Learn system. This expertise 
enables them to implement best practices in technology infrastructure and ensure the security of 
institutional data.

Data Storage & Network Access 

The Pinellas Technical College, Clearwater Campus (PTC-CLWTR) IT Department manages all staff and 
student access to the distance learning management systems. They work closely with the Pinellas County 
School Board (PCSB) IT staff to ensure that PTC-CLWTR is operating with a safe and adequate 
infrastructure. 

PTC-CLWTR employees and students are provided with credentials to access the PTC-CLWTR and PCSB 
networks and are provided server space to store digital materials. When an employee is no longer a staff 
member or when a student is no longer enrolled, their access to the server and network is revoked. 

Privacy, Safety, & Security Application and User Security 
User Authentication: User data on our database is logically segregated by account-based access rules. User 

accounts have unique usernames and passwords that must be entered each time   a user accesses the 
system. 

User Passwords: User application passwords have minimum complexity requirements. 

Data Encryption: Certain sensitive user data, such as account passwords, are stored in encrypted format. 

Physical Security 

The distance education infrastructure required for the learning management system (LMS) is provided as part 
of the agreement with the vendor who supplies the LMS to Pinellas Technical College, Clearwater Campus 
(PTC-CLWTR) on a multi-year contractual basis.  This off-site infrastructure includes the servers, security, 
storage (including archival storage), and support, as set forth in the detailed master agreement of all 
products and services, located at http://agreements.blackboard.com/bbinc/blackboard-new-master-
agreement-all-products.aspx. 

Data centers: PTC's distance education information systems infrastructure (servers, networking 
equipment, etc.) for the learning management system is maintained in a server facility off-site (may be 
one of various locations throughout the United States), due to our managed hosting/SaaS system 
configuration.  Some limited use servers are secured at the district level and are housed at the Pinellas 
County School Board’s secure data center, where they are monitored and maintained by Pinellas County 
School Board district staff. 
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Data Center Security: The Pinellas County School Board’s data center is surveilled 24 hours a day, 7 days a 
week. Access is fully secured with district security entry requirements. 

Environmental Controls: All Pinellas County School Board and Pinellas Technical College, Clearwater Campus 
information technology dedicated data storage facilities are maintained at controlled temperatures and humidity 
ranges which are continuously monitored for variations. Smoke and fire detection, and response systems are in 
place.  Distance education data is housed in a secure data facility in Virginia, due to our managed hosting/SaaS 
configuration, and is maintained under the same strict conditions as those provided by the district. 

Back-Ups: On-premise servers are backed up nightly and securely transferred offsite each night. Archived 
backups are retained for at least one year. Cloud-based systems, such as the student information system 
(SIS), enterprise resource planning system (ERP), and learning management system (LMS) are backed up 
nightly.  Daily backups are kept for a month, and monthly backups are archived for a year, as per our service 
level agreement. 
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Responsibilities of Institution 
Introduction 

The information technology (IT), instructional and administrative staff members of Pinellas Technical 
College, Clearwater Campus (PTC-CLWTR) hold credentials in those areas of expertise that determine 
their responsibility to ensure the quality of distance education offered by the institution. 

IT Staff Responsibility 

The Pinellas Technical College, Clearwater Campus IT Department will maintain equipment designated for 
student use, will provide support to the network (local and district), and will work with the Pinellas County 
Schools staff to ensure access to resources.  They will communicate periods of down time, and will provide 
appropriate technical support at all levels, as requested through instructional faculty.  The IT staff for PTC-
CLWTR also assumes responsibility for verifying and maintaining the currency and quality of all contracted 
courseware, on both an annual and ongoing basis, as well as maintaining curriculum oversight 
responsibility – in partnership with PTC-CLWTR faculty and administration – within all contracts. 

Instructional Faculty Responsibility 

The Pinellas Technical College, Clearwater Campus instructional faculty members will provide access to 
high-quality distance education curriculum that is aligned to state and industry standards.  They will 
provide initial training on the use of the learning management system (LMS), through an introduction and 
orientation to the LMS during campus orientation, providing resources for use of the LMS, and by specific 
familiarization with LMS features and content relevant to the enrolled course.  The institution ensures 
timeliness of its responses (synchronously or asynchronously) to students’ requests by placing a 
requirement on response time of no more than 24 hours.  Each course/program uses a standardized 
template within the LMS, course descriptions and learning objectives, course requirements (e.g., standard 
syllabus, outcomes, grading policy, content resources, etc.), and learning outcomes in order to ensure the 
quality and assessment of student academic performance.  The curriculum will be reviewed by an advisory 
panel of industry members and will use instructional materials that represent up-to-date and relevant 
theory within the discipline.  Courses will be continually evaluated, both by the instructors and by 
administrators, to ensure that the elements of high-quality and standards-aligned online coursework are 
in place. 

Responsibility of Administration 

The Pinellas Technical College, Clearwater Campus administration will review distance education courses 
for content and structure regularly, ensuring that courses delivered via an online instructional format are 
identical to those taught traditionally, regarding: 

• quality and rigor,
• depth of academic and technical standards,
• completion requirements, and
• credentials awarded.

They will communicate expectations for quality to instructors, participate in advisory meetings, and 
address student concerns as they related to distance education needs, in an impartial fashion. 
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Acceptable Use Policy 
Introduction 

This document sets forth the policy of acceptable use by users of the learning management 
system utilized by Pinellas Technical College, Clearwater Campus (“PTC-CLWTR”). Pinellas 
Technical College, Clearwater Campus currently uses Blackboard Learn+™ as its learning 
management system (“LMS”), and this policy should be read in conjunction with the Blackboard 
Terms of Use.  All users, including, but not limited to, students, teachers, school administrators, 
and educational organizations, are subject to this policy and are expected to comply with its 
provisions. 

User Responsibilities 
It is the responsibility of any person using the learning management system (LMS) to read, understand, 
and comply with this policy. Any person with questions regarding the meaning of the policy, or application 
of this policy in a particular context, should seek clarification from their instructor, their administrator, and/
or the LMS administrator for Pinellas Technical College, Clearwater Campus at wright-nasha@pcsb.org.  
Use of the LMS shall constitute acceptance of the terms of this policy. 

Acceptable and Unacceptable Uses 
The learning management system (LMS) is available only for educational purposes. Users may not use the 
LMS to store any files that are not educational. 

It is unacceptable for users to use the LMS for: 

• furthering any political or religious purpose;
• engaging in any commercial or fundraising purpose;
• sending or posting threatening, harassing, or disparaging messages or content to or

regarding an individual or group of people;
• gaining unauthorized access to computer or telecommunications networks;
• interfering with the operations of technology resources, including placing a computer virus on

any computer system, including Blackboard Learn;
• accessing or sharing sexually explicit, obscene, or otherwise inappropriate materials;
• intercepting communications intended for other persons;
• attempting to gain unauthorized access to Blackboard Learn;
• logging in through another person's account or attempting to access another user's password or files;
• sending defamatory or libelous material concerning a person or group of people;
• furthering any criminal or illegal act, including downloading, uploading, or distributing any files,

software, or other material in violation of federal copyright laws;
• infringing on any intellectual property rights; or
• downloading, uploading, or distributing any files, software, or other material that is not

specifically related to an educational project.

The LMS may not be used to transmit or store messages or other data that are prohibited or 
inappropriate under this policy. Users may not create, send, or store messages or other data or content 
that are considered offensive, contain sexually explicit material, or otherwise offensively address the 

https://www.blackboard.com/footer/terms-of-use.html
mailto:wright-nasha@pcsb.org
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age, race, ethnicity, gender, gender identity, sexual orientation, religious or political beliefs, national 
origin, or disability of a person or a group of people. Users also may not create, send, or store messages 
pertaining to dangerous devices such as weaponry or explosive devices. Users should take all reasonable 
precautions against receiving or downloading messages, images, or other data of this sort. 

Expectations Regarding Academic Integrity 
Enrolled users will participate and submit required assignments as requested or required. The 
assignments submitted by users will represent their own work, or, where the work is not their own, the 
work of sources that are appropriately credited. Any user who is found to have submitted work that is 
not his or her own, either in whole or in part, and that has failed to credit the source, may be subject to 
one or more penalties. Penalties may range from warning, to loss of credit for the assignment, to failure 
of the course, dependent upon the nature and severity of the act or omission. 

No Expectation of Privacy 
Use of the learning management system (LMS) constitutes consent for administrators to monitor and/or 
inspect any files that users create, any messages they post or receive, and any web sites they access. PTC-
CLWTR may inspect any user's account and the files it contains at any time. PTC-CLWTR also has the right 
to give permission to teachers, school administrators, law enforcement officials, and others, as 
appropriate, to review the LMS to determine the online activities of a user who PTC-CLWTR has reason 
to believe may be in violation of this policy. Users are advised that messages in discussion forums, 
including deleted messages, are regularly archived and can be retrieved. In addition, an Internet firewall 
automatically checks all data moving between the local area network and the Internet and logs the 
sending and receiving destinations. 

Passwords 
Each user shall be required to either create a secure password or maintain the administrator-assigned 
password in a manner directed by the LMS vendor and shall use and maintain the password as directed by 
the same and set forth in this policy. This password is to be used to access the LMS computer network and 
any resources that reside within the network and require password access. LMS users are expected to 
keep their passwords confidential and are responsible for all activity under their accounts. If a user 
suspects their password has been compromised, they must notify their instructor, who will notify the LMS 
administrator. 

Violations 
Failure to comply with this policy may subject a user to termination of the user’s LMS account. PTC-
CLWTR will notify school or organization administrators of any inappropriate activities. It will also 
advise law enforcement agencies of activities conducted through the LMS which PTC-CLWTR believes 
may be illegal. PTC-CLWTR will cooperate fully with local, state, and/or federal officials in any 
investigation related to illegal activities conducted through the LMS. 
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Disclaimers 
Pinellas Technical College makes no warranties of any kind, either expressed or implied, for LMS services 
and resources. PTC-CLWTR is not responsible for any damages incurred, including, but not limited to: loss 
of data resulting from delays or interruption of service, loss of data stored on the LMS, or damage to 
personal property used to access LMS resources; the accuracy, nature, or quality of information stored 
on LMS resources or gathered through the LMS or the Internet; or unauthorized financial obligations 
incurred through LMS-provided access. Further, even though PTC-CLWTR may use technical or manual 
means to limit user access, these limits do not provide a foolproof means for enforcing the provisions of 
this policy. All provisions of this agreement are subordinate to local, state and federal laws. 
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Authentication of Academic Submissions & Examinations 
Introduction 

Pinellas Technical College, Clearwater Campus has several systems in place to ensure that academic 
submissions received from and examinations administered to students are completed by the same student 
who has registered for that course or program of study.  Students are required to agree, in writing, to standards 
of academic integrity and to adhere to specific codes of student conduct; in addition, all students of Pinellas 
County Schools are required to sign an agreement for Network/Internet Acceptable Use, prior to being 
permitted access to any electronic resources. 

Processes Used to Ensure Authentication 

When students register as students at Pinellas Technical College, Clearwater Campus (PTC-CLWTR) and enroll in 
one of the many programs offered, they are registered by the school’s guidance professionals and enrolled in 
the student information system (SIS) by the student records specialist.  They are required to provide two forms 
of official identification, to establish identity and proof of residence, in order to register.  When they are 
enrolled in the program, in the SIS, they are provided with a unique student identification number.  Students 
are further enrolled in their distance education/learning management system (LMS) programs by the LMS 
administrator, using a report created solely for this purpose in the SIS.  The report is generated in the SIS and 
uses the same information from the SIS used for registration and enrollment, including the unique student 
identification number.  A unique username and password combination is established for each student, which is 
provided to the program instructor for distribution to students in the enrolled cohort.  Usernames are unique 
and cannot be changed once created; passwords are irretrievable and must be reset if/when necessary.  
Students are advised in orientation, and during introduction to the LMS, that log-in credentials are to be kept 
confidential and sharing of log-in information may be a violation of academic integrity.   All student activity in 
the LMS is continually monitored by faculty, as well as by administration, in addition to reports being provided 
by the LMS administrator upon request; this information includes log-in time, log-in frequency, course activity, 
coursework submission activity, confirmation of student time online, and percentage of coursework completed, 
in addition to any other relevant or requested data. 

Off-Site Exam Administration 

When online students are required to take tests at a location other than at a Pinellas Technical College, 
Clearwater Campus campus location, distance education instructional personnel have several options for 
securing the test, including: 

• Requiring the use of a separate password to access the examination
• Timing the exam
• Setting the exam to “turn on” and “turn off” within specific time frames
• Randomizing questions for each re-examination
• Limiting the location where the exam can be taken, based upon the IP address
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On-Site Exam Proctoring 

For added security, distance education instructional personnel also schedule on-site exams for students, and 
secure testing locations for those students to test when they arrive on-campus.  In addition, there are testing 
centers on campus that have been established for specific industry certification testing purposes with certified 
proctors, to ensure the validity and authentication of such examinations, as required by the testing bodies.  
Students must schedule these tests in advance, and present valid photo identification before being permitted to 
test. 



APPENDICES 

APPENDIX A:  Sample Student Contract 



APPENDIX B: Sample Academic Integrity Statement 



APPENDIX C: PCS Network/Internet Acceptable Use Agreement Form 





APPENDIX D: Student Orientation to LMS 







APPENDIX E: Blackboard Exemplary Course Program (ECP) Rubric for Standards-Aligned Online Coursework 













APPENDIX F: Blackboard Privacy, cookies and terms of use displays and links 

Blackboard’s Privacy Statement 

https://help.blackboard.com/Privacy_Statement 

Blackboard’s Terms of Use 

https://help.blackboard.com/Terms_of_Use 

https://help.blackboard.com/Privacy_Statement
https://help.blackboard.com/Terms_of_Use
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